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Abstract

Cloud computing is a modern technology that uses the Internet and central servers to organize data
and applications that enable customers to use them. It also enables companies and institutions of
all shapes, sizes, and fields with cloud services to access large resources and services, such as
backing up data, using email, updating and testing programs, and analyzing big data, but on the
other hand, cloud computing faces many problems, and one of the most important of these
problems is the security of the information stored in it, so the information is completely controlled
by the service provider, not by the client, and as a result, the client's information is not secure on
the server side. This study covers the basic objectives of data security, namely: Confidentiality and
data integrity using a hybrid of symmetric and asymmetric encryption algorithms (RSA-Blowfish)
with the aim of improving security and ensuring data by cloud service providers, where each of
the problems of the Blowfish algorithm, such as the slow time spent in encryption, were compared
and discussed. And the usual decryption and attack make it a target method that is easy to break
through the proposed hybrid algorithm. If the user wants to upload a file or download it from the
cloud storage, then he implements the hybrid algorithm that takes the advantages of RSA and
Blowfish and applies it to randomly sent files to encrypt this file as well. The program performs
the decryption process by retrieving the encryption process information to decrypt the file after
downloading it from the cloud storage, which has improved the level of data security compared to
the single encryption algorithms in cloud computing.
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LAY LEQY Blowfish RSA Proposed System
Speed Slow Fastin Medium speed in
encryption / decryption and decryption and
decryption (1nn encryption(0.43nn encryption(0.62nn for
for 5kb file) for 5kb file) 5kb file)
Memory size 9.38 kb 31.5 kb 6kb
Key size From 32 bytes From 515 to 1088bytes
to 448 bytes, 4096
Block Size 64 variable-length variable-length
block sizes block size
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